


UMB Concur Travel & Expense System Role Validation Instructions
Purpose:  Instructions for accessing the Concur Travel & Expense System Role Validation report and Jira to complete the role validation process. Note: to run this report you must hold the Consumer Role. If unsure who has this role in your department, please reach out for assistance to rolevalidation@umaryland.edu.

 Sign into myUMB and select:
[image: The Travel and Expense icon - a black circle with a yellow and white briefcase in it with text below that says Travel and Expense.

]





[image: A screenshot that reads Concur - Manage bookings and expenses, with the button below that which reads Open Concur.]Open Concur through the CTM Portal Page







Navigate into Reporting > Intelligence: 
[image: A screenshot of the Home Menu in Concur which shows the option for Reporting and then the suboption for Intelligence. There is a red box around Intelligence.]



Navigate to Content
[image: A screenshot showing the heading for the Concur application and the left navigation bar. There is a red arrow pointing to the first icon on the navigation bar, which is a file folder.]






Navigate to Team Content > University of Maryland, Baltimore:

[image: A screenshot of a the Content page for Concur. There are three headings: My content, Team content, and My portal page. Team content is in bold, indicating that is the tab shown. Below the headings are three white buttons with black print which read: Dashboard Metrics, Intelligence Standard Reports, and University of Maryland, Baltimore. There is a red box around University of Maryland Baltimore.]





Navigate to End User Reports:
[image: A screenshot showing the three headings of My content, Team content, and My portal pages. Team content is in bold. Below that are bread crumbs for Team content / University of Maryland, Baltimore. Below that are three white buttons that read: Admin Office Reports, Consultative Intelligence, and End User Reports. There is a red box around the button for End User Reports.]






Navigate to Role Validation – DTA and CCA:

[image: A screenshot showing the three headings of My content, Team content, and My portal pages. Team content is in bold. Below that are bread crumbs for Team content / University of Maryland, Baltimore / End User Reports. Below that are two rows of five white buttons that read. The fifth button on the first row has a red box around it. It reads Navigate to Role Validation - DTA and CCA.]

[image: A screenshot that reads SAP Concur on the top in white with a black background. There are icons along the top, and another set of icons in a grey bar on the left. In the main body of the screenshot is a dropdown menu with a list of departments which is labeled Select Org(s). There are links below the dropdown that say Select all and Deselect all.]Select the Org(s) for your Department and click Finish:
[image: A screenshot of the Concur dropdown for Select Org(s). It shows a list of sample organizations to select from. There is a hyper link for Select All and another for Deselect all beneath the list.]

· Results will include the prompts you entered, users and their security roles and certification statement for the School, Department(s), or Org(s) you entered and signature lines.  

· Validate that everyone is still a valid employee and has the appropriate roles for their job duties.  If any changes need to be made, submit a Concur Form.  Updates may take up to two business days.  After the role updates are made, run the same report again to get a final version.

Click on the arrow next to the play button and select Run PDF:
[image: A screenshot of the Concur menu of available function that include a floppy disc for "Save", a pencil for "Edit", and an open arrowhead for "Play". The Play menu is selected and there is a red box around "Run PDF."]



Once you have validated the final version of the User Security Roles PDF report, select the printer icon in the top right corner and choose the Destination “Save as PDF” then click “Save” to name the file and save it in a folder of your choosing.

[image: A screenshot showing the icons for Download (a down arrow with a line beneath it), Print (a printer), and More (three dots). There is a red circl around the printer. ]	
[image: A screenshot of part of the print menu. It says Print in the top left, the Destination: Save as PDF; Pages: All; and Pages per sheet: 1.][image: A screenshot of a blue button that says "Save" in white print, and a white button that says "Cancel" in blue print.]

[bookmark: _Hlk157079754]Select Role Validation Form from the User Authorization Forms list.
[image: A screenshot of the User Authorization Forms web page. It says User Authorization Forms at the top. Below it are lists of forms and hyperlinks for various business applications. At the bottom, is a heading for UMB Enterprise Application Security Center, with a link for "Role Validation Form," which is highlighted.]




 Click “Submit a Role Validation Report.”
[image: A screenshot showing breadcrumbs for UMB Security Center / UMB Role Validation. Below that is a heading for UMB Role Validation. Below that is the text “Welcome! Please submit your Role Validation Reports using the options provided. What can we help you with?” Below that is the symbol of a padlock next to the text “Submit a Role Validation Report.”]

[bookmark: _Hlk157079811]Enter the Required fields.
· Summary:	Description of which forms you are submitting – note you can submit all role validations at once using this form, but should only submit those together that can be approved by the same Approver.
· Additional Notes or Comments:	Provide any additional details you feel are necessary.
· Applications:	Select Concur (you can select multiple, if you are also submitting Financials and HCM at the same time).
· Department Range:	Enter departments as a range or comma-delimited list. 
· Attachment:	Drag all role validation files being submitted.
· Requestor Name:	(Your name)
· Requestor Email:	(Your email)
· Approver Name: 	(Approver’s name)
· Approver Email: 	(Approver’s email)
· Approval Certification:	Check the box certifying the approver has reviewed and approved the forms that have been attached.
[image: A screenshot showing breadcrumbs for UMB Security Center / UMB Role Validation. Below that is a heading for UMB Role Validation. Below that is the text “Welcome! Please submit your Role Validation Reports using the options provided. What can we help you with?” Below that is the symbol of a padlock next to the text “Submit a Role Validation Report.”

A screenshot of the first part of the Role Validation Form. The text “Required fields are marked with an asterisk*” is at the top, followed by the following fields and sample data:
Summary*: Role Vladitions for Concur HCM, and Quantum Financials
Additional Notes or Comments: You can add additional notes as needed.
Applications*: Quantum Financials, PeopleSoft HRMS, Concur
Department Range*: 06204000
]
[image: A screenshot of the next part of the Role Validation Form. It has the heading “Attachment” followed by the text “Drag and drop files, paste screenshots, or browse” and a button that reads “Browse.” There are also thumbnail pictures of three attached files.]
[image: A screenshot of the next part of the Role Validation Form. It shows the following fields and sample data:
Requestor Name*: Shana Bynon
Requester Email*: sbynon@umaryland.edu
Approver Name*: Luke Quell
Approver Email*: lquell@umaryland.edu
Approval Certification*: a checked checkbox and the text “This certifies the approver has reviewed and validated the roles.”
There is a black button that says “Send” in white letters, and a white button that says “Cancel” in black letters at the bottom of the screenshot.]

Click the “Send” button. Review the results.
[image: A screenshot of the confirmation page for the Role Validation form. At the top are the breadcrumbs for UMB Security Center / UMB Role Validation / RVSM- 6. Then a header, which is the Summary of the submission – Role Validations for Concur, HCM and Quantum Financials. Then the name of the person who submitted the form and the day and time submitted – Shana Bynon raised this on Today 2:30 PM. To the right of that is a link to Hide details. Below this are the sample fields and data listed earlier. To the right of the sample data is a second column. It reads Status at the top in black. Below that is a grey box that says TO DO. Below that is a bell icon with the text Notifications on.  Then the heading in bold Request type. Then a padlock icon with the text Submit a Role Validation Report. Then another heading in bold Shared with. Then Shana Bynon, Creator, followed by a plus sign and the word Share.]
[image: A screenshot of the continuation of the confirmation page for the Role Validation form. It has a heading in bold of Activity, followed by the text Shana Bynon Today 2:30 PM. Below this are the thumbnails of the three files uploaded. Finally an empty textbox with the text “Add a comment.”]
If desired, click “Share” to add your approver to the request. This will allow the approver to access to the request, view the attachments and make comments.
[image: A screenshot of the bolded text Shared with, followed by Shana Bynon on a new line. Below that is the text Creator. On the last line is a plus sign with the text Share – this line is highlighted in yellow.]
[image: A screenshot that says Add request participant at the top. Inside a text box is the email address lquell@umaryland.edu with the greyed text “add more people” below it. Below the text box is a black button that says “Add” in white letters and a white button that says "Cancel” in black letters.]
[image: A screenshot of the bolded text Shared with, followed by Shana Bynon on a new line. Below that is the text Creator. Below that is a line that reads Luke Quell. On the last line is a plus sign with the text Share – this line is highlighted in yellow.]

 
To access the request later via the UMB Security Center:
·  Click on the “View Request” link in your share notification. 
· The View Request link redirects to the request in the UMB Security Center.

Business Applications will be notified that your forms have been submitted. If you have questions, you can email rolevalidation@umaryland.edu.
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